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Running AtTask Securely (HTTPS via SSL/TLS)  

In this exercise we will use the standard web ports, port 80 for non-secure transactions via HTTP and port 

443 for secure transactions via HTTPS.  You can use ports 8080 and 8443 respectively, if you wish.  

The command prompt is assumed to be LINUX.  Modify the commands to fit your operating system as 

necessary. 

Basic Concepts 
You should be familiar with the concepts of the HTTPS protocol, and of SSL/TLS certificates and encryption 

before you attempt this exercise.  If you are not, we do not recommend attempting this configuration 

without obtaining support from a third party. 

@task is a Java application running on JBoss.  The configuration we will demonstrate is a slight variation on 

configuring Tomcat to run with SSL/TLS.  You can obtain more information at these links: 

 http://tomcat.apache.org/tomcat-5.5-doc/ssl-howto.html  

  (overview of SSL connector) 

 http://tomcat.apache.org/tomcat-5.5-doc/config/http.html 

  (attributes of the server.xml connector tag and SSL attributes)  

Java comes with a Certificate management system.  The command is keytool.  Make sure your operating 

system user has access to the java binaries, and you can then use keytool from the command line. 

A keystore is an encrypted file on your server that contains one ore more Secure Certificates for encrypting 

and decrypting data passed over your server via HTTPS.  Some of the certificates in the keystore identify the 

signing authority of your primary certificate, the certificate used to encrypt your data. 

Your keystore is password protected, and each certificate in your keystore has an alias, or a unique name 

used to identify each certificate.  Each certificate also has a password.  If you don't specify a unique password 

for each certificate, keytool uses the password assigned to the keystore file. 

To obtain a primary certificate for encrypting your data, you can either 1) use keytool to generate a 

Certificate Signing Request (CSR), which you send to a Certificate authority to sign, or 2) create your own 

self-signed certificate using keytool. 

After setting up your certificates and putting them in your keystore, you will modify your server 

configuration, specifying the keystore file name and location, the alias of your primary certificate, and the 

password of the keystore.  The password of the individual certificate is not required in the server 

configuration. 

Creating your own Self-signed Certificate 

In this procedure, we create a keystore file and generate a self-signed certificate in one action.  You may 

learn more about keytool if you wish to add your certificates to an existing keystore. 

 

1. Open a command prompt on your server and change to your AtTask directory. 

2. Enter the command: 

http://tomcat.apache.org/tomcat-5.5-doc/ssl-howto.html
http://tomcat.apache.org/tomcat-5.5-doc/config/http.html
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keytool -genkey -alias attask -keyalg RSA -keystore ./attask.keystore  

 

3. Enter and confirm a password for the keystore file. 

4. You are now prompted for a first and last name (or CN).  Instead of providing your first and last 

name, provide the exact domain name you wish your users to use to reach your AtTask service.  Do 

not include a directory.  Valid examples include: 

a. yourdomain.com 

b. attask.yourdomain.com 

c. yourdomain (used for internally accessible networks) 

5. Enter an organizational unit (AtTask, or Project Management) 

6. Enter your organization name. 

7. Enter the city of your primary location. 

8. Enter the state or province of your primary location. 

9. Enter the two letter country code for your country. 

10. Review your entries, type yes, and press return to confirm. 

11. If you wish to provide a password for this certificate, enter and confirm one, otherwise, just press 

return to assign the same password used by the keystore file created in step 3 above. 

Obtaining a Signed Certificate 

To obtain a signed certificate, you must first generate a certificate, and then generate a signing request, and 

then send it to a certificate authority like Verisign or GoDaddy.  They then return your signed certificate that 

you import into your keystore.  You must usually also import their certificate chain to identify who signed the 

certificate. 

Each signer has a varied set of procedures, but we will follow the GoDaddy Tomcat steps here.  You can see 

the full document at 

 http://help.godaddy.com/topic/746/article/5276 

In this procedure, we create a keystore file and generate a self-signed certificate in one action.  You may 

learn more about keytool if you wish to add your certificates to an existing keystore. 

1. Open a command prompt on your server and change to your AtTask directory. 

2. Enter the command: 

keytool -keysize 2048 -genkey -alias attask -keyalg RSA -keystore ./attask.keystore 

 

3. Enter and confirm a password for the keystore file. 

4. You are now prompted for a first and last name (or CN).  Instead of providing your first and last 

name, provide the exact domain name you wish your users to use to reach your AtTask service.  Do 

http://help.godaddy.com/topic/746/article/5276
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not include a directory.  You must own this domain name.  For example, use yourdomain.com. 

5. Enter an organizational unit (AtTask, or Project Management). 

6. Enter your organization name (The name under which your business is legally registered. The listed 

organization must be the legal registrant of the domain name in the certificate request.) 

7. Enter the city of your primary location. 

8. Enter the state or province of your primary location. 

9. Enter the two letter country code for your country. 

10. Review your entries, type yes, and press return to confirm. 

11. If you wish to provide a password for this certificate, enter and confirm one, otherwise, just press 

return to assign the same password used by the keystore file created in step 3 above. 

12. Enter the command (all one line): 

keytool -certreq -keyalg RSA -alias attask -file attask.csr –keystore ./attask.keystore 

 

13. Enter the keystore password.  If you enter it incorrectly, the process will fail. Begin again at step 12, 

or delete your keystore file and begin at step 1. 

14. Send your CSR file generated in this process to the CA (GoDaddy, in this case). 

15. You should receive back a group of certificates (your primary certificate, a root certificate, and some 

intermediate certificates), all of which must be imported into your keystore file to properly identify 

your server to your end users. 

16. Import each authority certificate using this command format (the root is imported here, with the 

unique alias of root, and you should specify other unique alias for each intermediate key) (command 

is all one line): 

keytool -import -alias root -keystore ./attask.keystore -trustcacerts –file valicert_class2_root.crt 

 

17. Import your primary certificate using this command format (all one line): 

keytool -import -alias attask -keystore ./attask.keystore -trustcacerts –file yourcertificate.crt 

 

Configuring AtTask to Utilize Certificates 

Your AtTask configuration should already be configured to accept connections on port 80, the standard 

HTTP port.  Now we will configure AtTask to also accept connections via port 443, the standard HTTPS port.  

This does not mean that all your connections will be secure.  AtTask will accept connections via either HTTP 

or HTTPS, based on the protocol your users enter in the address bar of their browsers.  Even if you forward 

your index page to the HTTPS port, any bookmarked pages using HTTP will still allow non-secure 

connections.  Consider requiring security, covered in the next section, if you feel it is important. 

1. Locate this file (found in your AtTask installation) and open for editing: 
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a. /AtTask/AtTaskJBoss/server/default/deploy/jbossweb.sar/server.xml 

2. Locate and un-comment-out this XML tag: 

<Connector protocol="HTTP/1.1" SSLEnabled="true"  

port="8443" address="${jboss.bind.address}"  

compression="2048" 

compressableMimeTypes="text/html,text/xml,text/plain,text/css,text/javascript" 

scheme="https" 

secure="true" clientAuth="false" 

keystoreFile="{jboss.server.home.dir}/conf/chap8.keystore"keystorePass="rmi+ssl" 

sslProtocol = "TLS" /> 

 

3. Now modify the tag or replace it to look like this (using your location of the AtTask folder in the 

keystoreFile parameter): 

<Connector protocol="HTTP/1.1" SSLEnabled="true" 

port="443" 

address="${jboss.bind.address}" 

compression="2048" 

compressableMimeTypes="text/html,text/xml,text/plain,text/css,text/javascript" 

scheme="https" 

secure="true" 

clientAuth="false" 

keystoreFile="/AtTask/attask.keystore"  

keyAlias="attask"  

keystorePass="password" 

sslProtocol = "TLS" />  

 

4. Save the file. 

5. Restart your AtTask service. 

 

Requiring Secure Connections 

If you would like to require all connections to your AtTask service be secure, you have several options.  Both 

of these procedures assume you have port 80 offering HTTP connections and port 443 offering secured 

HTTPS connections. 

Please be aware that using forwarding to the HTTPS port will not ensure secure connections.  Your users may 

have already bookmarked other pages using the HTTP port, and those bookmarks will still link to non-secure 

transmission unless you mandate secure transmission in the server configuration or disable non-secure 

protocols. 

The first method, and simplest, is to turn off the service on port 80, standard HTTP.  The disadvantage to this 

is that your users must enter https:// before your URL.  Any attempt to connect using http://, or no protocol 

specification will return no response. 
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1. Locate this file (found in your AtTask installation) and open for editing: 

a. /AtTask/AtTaskJBoss/server/default/deploy/jbossweb.sar/server.xml 

2. Remove or comment out this XML tag: 

<Connector protocol="HTTP/1.1" 

port="80" 

address="${jboss.bind.address}" 

connectionTimeout="20000" 

redirectPort="8443"  

compression="2048" 

compressableMimeTypes="text/html,text/xml,text/plain,text/css,text/javascript" /> 

 

3. Save the file. 

4. Restart your AtTask Service. 

If you use this first method, remember to set your email configuration to use HTTPS for all generated emails.  

This ensures your links included in emails are functional.  Go to Setup > System Settings > Configuration and 

set Use https for all generated emails to Yes. 

The second approach is to configure AtTask to mandate that all resources in your AtTask service require 

secure transfer.  Then any requests to the resources via HTTP (port 80) will be forwarded to HTTPS (port 443).  

To do this, you must modify the files server.xml and web.xml. 

1. Locate this file (found in your AtTask installation) and open for editing: 

a. /AtTask/AtTaskJBoss/server/default/deployers/jbossweb.deployer 

2. Move to the end of the file and insert this block of XML code directly above the </web-app> tag: 

<security-constraint>  

     <web-resource-collection>  

          <web-resource-name>Security Required</web-resource-name>  

               <url -pattern>/*</url -pattern>  

          </web-resource-collection>  

     <user-data-constraint> 

          <transport-guarantee>CONFIDENTIAL</transport-guarantee> 

     </user-data-constraint>  

</security-constraint>  

 

3. Save the file. 

4. Locate this file (found in your AtTask installation) and open for editing: 

a. /AtTask/AtTaskJBoss/server/default/deploy/jbossweb.sar/server.xml 

5. Locate this XML tag: 
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<Connector protocol="HTTP/1.1" 

port="80" 

address="${jboss.bind.address}" 

connectionTimeout="20000" 

redirectPort="8443"  

compression="2048" 

compressableMimeTypes="text/html,text/xml,text/plain,text/css,text/javascript" /> 

 

6. Change the redirect parameter value from 8443 to 443. 

7. Save the file. 

8. Restart your AtTask Service. 

Please note that the some versions of JBoss (found in your AtTask installation) include an override of the 

redirect setting you placed in your server.xml file.  You may have to make the following edits if your redirect 

does not function properly. 

1. Locate this file (found in your AtTask installation) and open for editing: 

a. /AtTask/AtTaskJboss/server/default/conf/bindingservice.beans/META-INF/bindings-jboss-

beans.xml 

2. Find these lines and comment them out using XML comment tags: 

<xsl:when test="(name() = 'redirectPort')"> 

 <xsl:attribute name="redirectPort"> 

  <xsl:value-of select="$portHttps" /> 

 </xsl:attribute> 

</xsl:when> 

<xsl:when test="(name() = 'port' and . = '8443')"> 

 <xsl:attribute name="port"> 

  <xsl:value-of select="$portHttps" /> 

 </xsl:attribute> 

</xsl:when> 

3. Restart your AtTask Service. 

 


